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“[The Hacker] could 
access information on 
any of the... company's 
16.3 million customers, 
including many 
customers' Social 
Security numbers and 
dates of birth, 
according to government 
filings in the case.”
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Securing Linux Applications Today

Oracle DB

Mainframe Application Hosting

IT Professional

Database Cluster

Network Services

Web Server
Custer

Network 
Storage

ERP System or
Server Consolidation

OS Patches

Application Patches

• Reactive “emergency” 
patching

• Security needs drive up costs
• Exposure to unknown threats

Application Patches

OS Patches

OS Patches

Application Patches

OS Patches

Application Patches
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Today's Security Imperatives

➔Protect against unknown threats

➔Comply with government regulations

➔Increase security, not IT complexity
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Solution: Linux Application 
Security

Security drivers causing 
IT to plan for host-based 
security
Linux Security Modules 
(LSM) 

• Foundation for access control in the 
Linux kernel 2.6

• Enable policy-driven protection
• Creates firewall around programs 
• Prevents unauthorized access to  

system resources

Business-critical platforms 
require host-based security 
to protect the expanding
enterprise perimeter. 
Mobile computing and Web 
services will drive this need 
across the enterprise.

Gartner,
March 2004
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AppArmor Increases IT Productivity

Oracle DB

Mainframe Application Hosting

IT Professional

Database Cluster

Network Services

Web Server
Custer

Network 
Storage

ERP System or
Server Consolidation

Increased IT Productivity. 
Emergency patching 
mitigated, update systems 
based on
business need

Confidence. Complete 
protection against unknown 
attacks

Scalable Security. Security 
policies are easy to build 
and deploy across servers

Uptime. Security policies can be 
updated without disruption to 
applications
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• YaST-based tools provide 
unmatched ease of use

• Profiling Wizard automates the 
task of developing security 
policy

• Easy deployment, short 
learning curve, no Linux or 
security expertise required

• Reporting and alerting features 
facilitate regulatory compliance

Easiest to Learn and Use
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Out-of-the-Box Security Profiles

Component library includes fully-
configured profiles for common operating 
system services and applications:

• Apache Web server 
• Postfix mail server
• Sendmail mail server
• OpenSSH
• Squid
• ntpd
• nscd
• Others
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Configurable Reporting and Alerting

Built-in reporting:
• Complete visibility into 

security status
• Instant access to reports 

for corporate 
governance

Security Alert:
• Automated notification 

when intrusions occur
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Things to Remember

•Best Linux application security solution

•Easiest to use 

•Security policies that scale

•Low cost of ownership for maintaining 
secure environment 
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How AppArmor Works
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/usr/sbin/ntpd {

  #include <abstractions/base>

  #include <abstractions/nameservice>

  capability ipc_lock,

  capability net_bind_service,

  capability sys_time,

  capability sys_chroot,

  capability setuid,

  /etc/ntp.conf r,

  /etc/ntp/drift*     rwl,

  /etc/ntp/keys r,

  /etc/ntp/step-tickers     r,

  /tmp/ntp*     rwl,

  /usr/sbin/ntpd     rix,

  /var/log/ntp              w,

  /var/log/ntp.log          w,

  /var/run/ntpd.pid         w,

Automated Workflow
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•0% to 2% overhead
•Measured by using Webstone against Apache

• common case: overhead too small to measure (approx. 0%)
• extreme case: 2% overhead for trivially small mod_perl scripts that 

have very small base cases

•Measured by a customer (large dot.com site) their 
application benchmark showed

• Common case: too small to measure (approx. 0%)

Performance



::   Competitive Information
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Novell AppArmor or SELinux?

SUSE LINUX 
Enterprise 
Server 9 
Kernel

Novell
AppArmor

LSM
Interface

RDBMS Enterprise
Applications

Web
Applications

In-house
Applications

SUSE LINUX 
Enterprise
Server 9
Kernel

SELinux
Policy Engine

LSM
Interface

LSM
API Code

Applications
with SELinux
Extensions

RDBMS Enterprise
Applications

Web
Applications
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AppArmor vs. SELinux            

•Both provide application security through 
access controls to confine users and 
programs

• Both provide non-bypassable security 
using LSM interface

• LSM standard in Linux 2.6, built by Novell 
for Linus

Granular Security
• Can confine sub-processes 

like individual PHP pages

Easier to Use / Maintain
• Individual profiles 4X smaller
• System profiles 100X smaller
• Automated tools
• Classical Unix syntax makes 

profiles easier to understand
• YaST interface integration
• Robust reporting/alerting 

facilitates regulatory 
compliance

Faster
• AppArmor 0-2% overhead 

(SELinux 6-15%)

Scalable
• SELinux forces you to apply 

policy to the entire machine, 
all at once

• AppArmor lets you 
incrementally apply security 
to each application as you go

AppArmor advantages
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Example Profile:  wuftp daemon               
SubDomain

/usr/sbin/in.ftpd {

  #include <immunix-standard/base>

  #include <immunix-standard/nameservice>

  #include <immunix-standard/authentication>

  #include <user-custom/ftpd>

  /                                 r,

  /dev/urandom                      r,

  /etc/fstab                        r,

  /etc/ftpaccess                    r,

  /etc/ftpconversions               r,

  /etc/ftphosts                     r,

  /etc/ftpusers                     r,

  /etc/shells                       r,

  /usr/sbin/in.ftpd                 r,

  /usr/share/ssl/certs/ca-bundle.crt        r,

  /usr/share/ssl/certs/ftpd-rsa.pem         r,

  /usr/share/ssl/private/ftpd-rsa-key.pem   r,

  /usr/share/ssl/.rnd               w,

  /var/log/xferlog                  w,

  /var/run                          wr,

  /var/run/ftp.{pids,rips}-all      wr,

}

SELinux
#################################

#

# Rules for the ftpd_t domain 

#

type ftp_port_t, port_type;

type ftp_data_port_t, port_type;

daemon_domain(ftpd, `, auth_chkpwd')

type etc_ftpd_t, file_type, sysadmfile;

can_network(ftpd_t)

can_ypbind(ftpd_t)

allow ftpd_t self:unix_dgram_socket create_socket_perms;

allow ftpd_t self:unix_stream_socket create_socket_perms;

allow ftpd_t self:process {getcap setcap};

allow ftpd_t self:fifo_file rw_file_perms;

allow ftpd_t bin_t:dir search;

can_exec(ftpd_t, bin_t)

allow ftpd_t { sysctl_t sysctl_kernel_t }:dir search;

allow ftpd_t sysctl_kernel_t:file { getattr read };

allow ftpd_t urandom_device_t:chr_file { getattr read };

ifdef(`crond.te', `

system_crond_entry(ftpd_exec_t, ftpd_t)

can_exec(ftpd_t, { sbin_t shell_exec_t })

')

allow ftpd_t ftp_data_port_t:tcp_socket name_bind;

ifdef(`ftpd_daemon', `

define(`ftpd_is_daemon', `')

') dnl end ftpd_daemon

ifdef(`ftpd_is_daemon', `

rw_dir_create_file(ftpd_t, var_lock_t)

allow ftpd_t ftp_port_t:tcp_socket name_bind;

allow ftpd_t self:unix_dgram_socket { sendto };

can_tcp_connect(userdomain, ftpd_t)

', `

ifdef(`inetd.te', `

domain_auto_trans(inetd_t, ftpd_exec_t, ftpd_t)

ifdef(`tcpd.te', `domain_auto_trans(tcpd_t, ftpd_exec_t, ftpd_t)')

# Use sockets inherited from inetd.

allow ftpd_t inetd_t:fd use;

allow ftpd_t inetd_t:tcp_socket rw_stream_socket_perms;

# Send SIGCHLD to inetd on death.

allow ftpd_t inetd_t:process sigchld;

') dnl end inetd.te

')dnl end (else) ftp_is_daemon

ifdef(`ftp_shm', `

allow ftpd_t tmpfs_t:file { read write };

allow ftpd_t { tmpfs_t initrc_t }:shm { read write unix_read unix_write associate };

')

# Use capabilities.

allow ftpd_t ftpd_t:capability { net_bind_service setuid setgid fowner fsetid chown sys_resource sys_chroot };

# Append to /var/log/wtmp.

allow ftpd_t wtmp_t:file { getattr append };

# allow access to /home

allow ftpd_t home_root_t:dir { getattr search };

# Create and modify /var/log/xferlog.

type xferlog_t, file_type, sysadmfile, logfile;

file_type_auto_trans(ftpd_t, var_log_t, xferlog_t, file)

# Execute /bin/ls (can comment this out for proftpd)

# also may need rules to allow tar etc...

can_exec(ftpd_t, ls_exec_t)

allow { ftpd_t initrc_t } etc_ftpd_t:file r_file_perms;

allow ftpd_t { etc_t resolv_conf_t etc_runtime_t }:file { getattr read };

allow ftpd_t proc_t:file { getattr read };

')dnl end if ftp_home_dir

AppArmor profile for 
the same program is 
about 4x smaller

SELinux uses a custom programming 
language to specify hard-to-manage rules

.
ifdef(`ftpd_daemon', `
define(`ftpd_is_daemon', `')
') dnl end ftpd_daemon
ifdef(`ftpd_is_daemon', `
rw_dir_create_file(ftpd_t, var_lock_t)
allow ftpd_t ftp_port_t:tcp_socket name_bind;
allow ftpd_t self:unix_dgram_socket { sendto };
can_tcp_connect(userdomain, ftpd_t)
', `
ifdef(`inetd.te', `
domain_auto_trans(inetd_t, ftpd_exec_t, ftpd_t)
ifdef(`tcpd.te', `domain_auto_trans(tcpd_t, 

ftpd_exec_t, ftpd_t)')

# Use sockets inherited from inetd.
allow ftpd_t inetd_t:fd use;
allow ftpd_t inetd_t:tcp_socket 

rw_stream_socket_perms;

# Send SIGCHLD to inetd on death.
allow ftpd_t inetd_t:process sigchld;
') dnl end inetd.te
')dnl end (else) ftp_is_daemon
ifdef(`ftp_shm', `
allow ftpd_t tmpfs_t:file { read write };
allow ftpd_t { tmpfs_t initrc_t }:shm { read write 

unix_read unix_write associate };
')
.
.

Classical Linux syntax with 
read/write/execute permissions

/usr/sbin/in.ftpd {
  #include <standard/base>
  #include <standard/nameservice>
  #include <standard/authentication>
  #include <user-custom/ftpd>
  /                                 r,
  /dev/urandom                      r,
  /etc/fstab                        r,
  /etc/ftpaccess                    r,
  /etc/ftpconversions               r,
  /etc/ftphosts                     r,
  /etc/ftpusers                     r,
  /etc/shells                       r,
  /usr/sbin/in.ftpd                 r,
  /usr/share/ssl/certs/ca-bundle.crt        r,
  /usr/share/ssl/certs/ftpd-rsa.pem         r,
  /usr/share/ssl/private/ftpd-rsa-key.pem   r,
  /usr/share/ssl/.rnd               w,
  /var/log/xferlog                  w,
  /var/run                          wr,
  /var/run/ftp.{pids,rips}-all      wr,
}
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