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Hacker breaches T-Mobile systems, reads US Secret Service
email
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A sophisticated computer hacker had access to se any of the... company®s
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T-Mobile customers' personal information to identity = = = 77
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Securing Linux Applications Today
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Today's Security Imperatives

»Protect against unknown threats

>»Comply with government regulations

>|Increase security, not IT complexity
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Solution: Linux Application
Security

Security drivers causing

IT to p|an for host-based Business-critical platforms
: require host-based security
Securlty to protect the expanding
. . enterprise perimeter.
Linux Security Modules Mobile computing and Web
services will drive this need
(I—S M) across the enterprise.
- Foundation for access control in the Cart
: artner,
Linux kernel 2.6 Viarch 2004

- Enable policy-driven protection
« Creates firewall around programs

« Prevents unauthorized access to
system resources
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AppArmor Increases IT Productivity

< D w Oracle DB Network
Increased IT Productivity. f 1] — N 101208
Emergency patching A =_
mitigated, update systems IT Professional : : /o%
basegd on g Y Scalable Security. Security % %
business need policies are easy to build
and deploy across servers Database Cluster

Uptime. Security policies can be
updated without disruption to
applications -

Confidence. Complete
protection against unknown = Web Server
attacks — § § Ccuster

\
R J
. =, ERP System or
I Server Consolidation

) Mainframe Application Hosting
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Easiest to Learn and Use

= YaST-based tools provide YaSTi et
unmatched ease of use -

« Profiling Wizard automates the | &
task of developing security e
¢

_ Ve CT =
twork Services anlaisanenti o S
p O | I Cy ,) Profiling Wizard 8| “¢ AppArmor Profiling Wizard
L se Eyandee: This wizard will step you

cantrol module. It provides an Path:  Nvarfun/.nscd_socket

i through the entries generating Profile: jusrisbinfvsftpd
« Easy deployment, short Y s | 0w o
]
* @asy way to generate profiles New Mode: w
L

learning curve, no Linux or ool ||

suggestions for generating () iyarfrun/.nscd_socket

security expertise required Sa e e

The following help text

describes the detail of the

_ security profile syntax that

e Reporting and alerting features Moy

facilitate regulatory compliance

options.




Out-of-the-Box Security Profiles

Component library includes fully-
configured profiles for common operating

system services and applications:
- Apache Web server

- Postfix mail server

- Sendmail mail server

« OpenSSH

« Squid

* ntpd

* nscd

* Others



N Configurable Reporting and Alertin

Built-in reporting:
« Complete visibility into
security status

« Instant access to reports
for corporate
governance

Security Alert:

- Automated notification
when intrusions occur

Y ©

e &

[x]

Reporting

Select options on this page to
generate a report of security
Events that have occurred
on this system.

Date Based Filtering

Select Filter By Date Range
and enter the values for a
starting and.optionally ending
date and time. Note: the value
expected are numeric
representations for each field
and a 24 hour time value, eg.
14:25 02 07 2004 for 2:25 PM
July, 2nd 2004,

Program Based Filtering

To filter for events that have
occurred for a specific program
select Filter By Program

Name and enter a program @

¥ Report Configuration

|| Show All Events

|| Eilter By Date Range

Select Date Rani

Time

10:00

¥ Security Event Report

Time

10:00

[] Filter By Progrg
Erogran name pe
[%| Export Report

Export File Locatio|

ftmplexport.log

Message

2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15
2005.01.6.10:41:15

2005.01.6.10:41:15
Pl it

Jusrisbin/httpd2-prefork 19589
Jusrfsbin/httpd2-prefork 19589
Jusr/shin/httpd2-prefork 19589
Jusr/sbin/httpd2-prefork 19589
Jusr/sbin/httpd2-prefork 19589
Jusrfshin/httpd2-prefork 19589
fusr/shin/httpd2-prefork 19589
Jusrfshin/httpd2-prefork 19589
Jusrfshin/httpd2-prefork 19589
Jusrfsbin/httpd2-prefork 19589
Jusrfshin/httpd2-prefork 19589
Jusrfshin/httpd2-prefork 19589
fusrfshin/httpd2-prefork 19589
fusrfshin/httpd2-prefork 19589

PERMITTING r access to
PERMITTING r access to
PERMITTING r access to
PERMITTING r access to
PERMITTING r access to
PERMITTING r access ta
PERMITTING r access ta
PERMITTING r access ta
PERMITTING r access ta
PERMITTING r access to
PERMITTING r access to
PERMITTING r access to
PERMITTING r access to
PERMITTING r access tc@
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N Things to Remember




How AppArmor Works

Management Console » Reporting/Alerting

|

Immunix AppArmor Reporting/Alerting

---- | Novell YaST

A4

Application Profiles
SubDomain
Module

e B
Linux OS Desktop

Program Application
A R R N R L

Server
Application

Linux 2.6 Kernel

LSM lni‘:rerface

11
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Automated Workflow

Server Analyzer

* Auto Scans server for open network ports

* Finds programs listening to netwerk ports

= Detects programs without AppArmaor profiles

* |dentifies applications to be confined with AppArmor

il

N

Policy Template Generator 69:!
= Statically analyzes application
*  Auto-generates profile template o

Auto Learn
= Runs the application through normal operation
= Profile rule violations are reporfed but not enforced

= Logged events are accumulated into the profile of normal
behaviar

Interactive Optimizer

* Suggests replacement with regular expressions
= Synthesizes log events into a profile

* Suggests Foundation Classes

jid

Visual Edit »
= Colorized highlighting of profiles

= Highlights regular expressions and foundation classe

= Excellent for quick visual validation of profiles

/usr/sbin/ntpd {
#include <abstractions/base>
#include <abstractions/nameservice>
capability ipc_lock,
capability net _bind_service,
capability sys time,
capability sys chroot,
capability setuid,
/etc/ntp.conf

/etc/ntp/keys
/etc/ntp/step-tickers

*
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Performance

*0% to 2% overhead

Measured by using Webstone against Apache

« common case: overhead too small to measure (approx. 0%)

- extreme case: 2% overhead for trivially small mod_per1 scripts that
have very small base cases

Measured by a customer (large dot.com site) their
application benchmark showed
« Common case: too small to measure (approx. 0%)

13



Competitive Information




Novell AppArmor or SELInux?

RDBMS Enterprise Web In-house
Applications | | Applications | | Applications
& ]
Novell
...... AppArmor
SUSE LINUX
L g : Enterprise
Server 9 LSM
Kernel Interface
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Applications :
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Applications
with SELinux
Extensions

LSM
API Code

SR

SELinux
Policy Engine
SUSE LINUX
Enterprise LSM
SEVET Interface
Kernel




AppArmor vs. SELInux

*Both provide application security through

access controls to confine users and

programs

- Both provide non-bypassable security
using LSM interface

« LSM standard in Linux 2.6, built by Novell
for Linus

AppArmor advantages

Scalable

SELinux forces you to apply
policy to the entire machine,
all at once

AppArmor lets you _
incrementally apply security
to each application as you go

Easier to Use / Maintain
 Individual profiles 4X smaller
» System profiles 100X smaller
e Automated tools

» Classical Unix syntax makes
profiles easier to understand

e YaST interface integration

» Robust reporting/alerting
facilitates regulatory
compliance

Granular Security

» Can confine sub-processes
like individual PHP pages

Faster

"

Armor 0-2% overhead
Linux 6-15%)

16



Example Profile: wuftp daemon

= SELinux

/
/dev/urandon
Jetc/fstab
/etc/Ftpaccess
/etc/Frpeonversions
/Jetc/Fphosts
Jetc/Fpusers
/etc/shells
Jusr/sbin/in.fepd
Jusr/share/ss1/certs/ca-iffindle |
Jusr/share/ssl/certs/fiof-rsa.g
Jusr/share/ss1/private/fkpd-rsq
Jusr/share/ss1/.rnd
/var/log/xferlog
svar/run
/var/run/ftp_{pids

/usr/sbin/Zin_ftpd {
#include <standard/base>
#include <standard/nameservice>
#include <standard/authentication>
#include <user-custom/ftpd>
/
/dev/urandom
/etc/fstab
/etc/fTtpaccess
/etc/ftpconversions
/etc/fTtphosts
/etc/Ttpusers
/etc/shells
/usr/sbin/in._ftpd
/usr/share/ssl/certs/ca-bundle.crt r,
/usr/share/ssl/certs/ftpd-rsa.pem r,
/usr/share/ssl/private/ftpd-rsa-key.pem r,
/usr/share/ssl/.rnd w,
/var/log/xferlog w,
/var/run wr,
/var/run/ftp.{pids,rips}-all wr,

i e e i A B B
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Classical Linux syntax with
read/write/execute permissions

# Rules for the ftpd_t domain

type ftp_port_t, port_type;

type ftp_data port_t, port_type;
daenon_domain(ftpd, . auth_chkpud®)
type etc_ftpd_t, file_type, sysadnfile;

can_network(ftpd_t)
can_ypbind(ftpd_t)

allow ftpd_t self:unix_dgran_socket gleate socket perms;
allow ftpd_t self:unix_strean_sockgff create_socket_perns;
allow ftpd_t self:process {getcapgfetcap};

allow ftpd_t self:fifo_file ru_gfie_perns:

w Ftpd_t bin_t:dir searg
ec(ftpd_t, bin_t)
ftpd_t { sysctl_t
Ttpd_t sysctl_kergfl_t
ftpd_t urandon_gffice_t:c

Jetl_kernel_t }:dir search;
{ getattr read };
file { getattr read };

ifdefCerond.te*, %
systen_crond_entrgffftpd_exec_t, Ttpd_t)
can_exec(ftpd_tgfl sbin_t shell_exec_t 1)

bl
attow ftpd gfftp_data_port_t:tcp_socket name_bind;

itdetegMod_daenon-,
ey Ftpd_is_daemon®,
Jfint end Ftpd_daeron
def("Ftpd_is_daenon*,
'ru_dir_create_file(ftpd_t, var Yock )
ftpd_t ftp_port_t:tcp_soc
Ftpd_t self:unix_dgran_socl
cp_connect (userdonain, Ftpd_

name_bind;

{ sendto };

ifdef(inetd.te", °
donain_auto_trans(inetd_t, ftpd_exell t, ftpd_t)
ifdef( tepd.te®, “donain_auto_transfftepd_t. ftpd_exec_t. ftpd_

# Use sockets inherited from inetd
allow ftpd_t inetd_t:fd use;
allow ftpd_t inetd_t:tep_socket rufftrean socket_perms;

# Send SIGCHLD to inetd on death
allow ftpd_t inetd_t:process sigghld;
“) dnl end inetd.te
Danl end (else) Ftp_is_daeno

ief (" Ftp_shn”,
alWg ftpd_t topfs_t:file
alloMggpd_t { tnpfs_t
bl

ead write };
re_t Jishn { read write unix_read un)

# Use capabilities.
allow ftpd_t ftpd_t:capabill et bind_service setuid setgid|
# Append to /var/log/wtmp.

allow ftpd_t wtmp_t:file { getattr append }:

ifdef(C ftpd_daemon®, ~

define( ftpd_is_daemon®, ~%)

") dnl end ftpd_daemon

ifdef(C ftpd_is_daemon®, ~
rw_dir_create_file(ftpd_t, var_lock_t)

allow ftpd_t ftp_port_t:tcp_socket name_bind;
allow ftpd_t self:unix_dgram_socket { sendto };
can_tcp_connect(userdomain, ftpd_t)

ifdefCinetd.te", °

domain_auto_trans(inetd_t, ftpd_exec_t, ftpd_t)

ifdef(Ctcpd.te”, “domain_auto_trans(tcpd_t,
ftpd_exec_t, ftpd_t)*")

# Use sockets inherited from inetd.
allow ftpd_t inetd_t:fd use;

allow ftpd_t inetd_t:tcp_socket
rw_stream_socket_perms;

# Send SIGCHLD to inetd on death.

allow ftpd_t inetd_t:process sigchld;

") dnl end inetd.te

")dnl end (else) ftp_is_daemon

ifdef(C ftp_shm*,

allow ftpd_t tmpfs_t:file { read write };

allow ftpd_t { tmpfs_t initrc_t }:shm { read write
unix_read unix_write associate };

D)

# allow access to /hone
allow Ftpd_t home_root_t:dir { getattr search };

# Create and modify /var/log/xferlog.
type xferlog_t, file_type, sysadnfile, logfile;
file_type_auto_trans(ftpd_t, var_log_t, xferlog_t, file)
# Execute /bin/ls (can comment this out for proftpd)

# also may need rules to allow tar etc...
can_exec(ftpd_t, Is_exec_t)

allow { ftpd_t initrc_t } etc_ftpd_t:file r_file_perns;

allow ftpd_t proc_t:file { getattr read }:

“)dni end if Ftp_home_dir

SELinux uses a custom programming
language to specify hard-to-manage rules

Ttpd_t { etc_t resolv_conf_t etc_runtine_t }:file { getattr read };
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